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How to prevent scams!
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O AV INddIAS:LUNBUGIHa
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(Hot Wallet)?
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How to prevent wallet risks!
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3Velasquez, V. (2023). Hot Wallet vs. Cold Wallet - Cryptocurrency. Investopedia.
“pgnssuNIsIAunanINduazaaIAnaNnIg. (2561). ns. 19/2561 (503 naninau Weuly wagisnsuszneugsiadumsng

favia (atuuszuna)



THAILAND DIGITAL ASSETS POLICY KNOWLEDGE SERIES [y

@ udrAWLEsVUDY Custodial Wallet Provider?
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AANRNSRULUUR RN MURSas1dIumINstuRe o iesiianuiEes W dadaunii
nasalivesli wsednsndiu Leverage v835379
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k3 @ D ' < a 1o .. 4 o &
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w’%aﬁﬂmﬂwé’ﬂﬂszﬁ’uﬁ Stablecoin 910 Protocol dudnnenuils 1suna1 Collateral Rehypothecation
%3a574 Collateral Chain Aulungu DeFi virlviszuuilsizunsunnauluan

°Binance. (2023). The Risks and Rewards of 125x Leverage: Why Most Traders Lose. binance.com.
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€) WuguBuLlASUIMAaasudvVIHSyy (Tokenomics)
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®Wrenn, E., Fearn, N., & Mavrou, . (2023). Is Ethereum Deflationary? What The Merge Meant for ETH. Techopedia.
"Polkadot. (2024). Token Inflation - Polkadot Wiki. Polkadot Wiki.

8Aswal, P. (2024). How Many Bjtcoins are There and How Many are Left to Mine [April 2024 UPDATED]. Blockchain Council.
“Finnomena. (2565). \ineglsiuiuisuny LUNA vlus1an69929? - FINNOMENA. Finnomena.
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0Sandor, K. (2024). Aptos Falls 16% Over Past Week, Lagging Ahead of S300M Token Unlocking Event. CoinDesk.
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210) 4 How to prevent tokenomics risks!
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Corbet, S., Lucey, B., Urquhart, A., & Yarovaya, L. (2019). Cryptocurrencies as a financial asset: A systematic analysis.

International Review of Financial Analysis, 62, 182-199.

2Morillon, T. G., & Chacon, R. G. (2022). Dissecting the stock to flow model for Bitcoin. Studies in Economics and Finance,

39(3), 506-523.
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13UFriedman, M. (1956). Quantity Theory of Money: A Restatement. In Studies in the Quantity Theory of Money.
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fiun : Gartner (1995) illustrated by Jeremykemp

BWilliams, J. B. (1938). The Theory of Investment Value. Harvard University Press.
Gartner. (2023). Gartner Hype Cycle Research Methodology. Gartner.
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"Reiff, N. (2023). Bitcoin vs. Ethereum: What’s the Difference? Investopedia.
®Hayes, A. S. (2019). Bitcoin price and its marginal cost of production: support for a fundamental value. Applied economics
letters, 26(7), 554-560.
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“Wilder, J. W. (1978). New Concepts in Technical Trading Systems. Trend Research.
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2Joe, B. M., & G, B. M. (1956). The diffusion process.
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ZNewbery, E. (2021). 5 Cryptocurrencies That Have Failed -- and Why. The Motley Fool.
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2Howson, P. (2022). Bitcoin: El Salvador’s failed experiment has important lessons | Context. Context News.
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“Miller, F. (2023). Best Cardano dApps 2024: Blockchain Projects Every ADA Bull Needs to Know. DailyCoin.
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4Ethereum Foundation. (2024). Ethereum Whitepaper. ethereum.org.
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Aaulidalauvesngsyilsuiinedtesiu
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wialulagudensuraznisusuugsbimviuiunis
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wWasuwlasegnsnsiveanalulad siudate
inlunsszanny iliinAMdeRIunIs
udstungalaanusausduiuszuunIsRULUY
auduldegraunun

Tuuszinedlne Jagiunisvin Tokenisation uan
WileangUwuU Asset-backed wag Project-backed

Ala¥uniswdnduaindrinauamEnssunis
AMNURANNSNIUATAAIANANNSNEG (1.8.7.) LA?
mmanm’%azﬁlugﬂuvuﬁu 5 1iU NTBNIUEYEY
ﬁé’w@aﬁ’uaqaﬁuaﬁﬁa (Cryptocurrency) Wl
tnawusegesididanisamuldiredu Gl
aunsaaiunisla

wenanil ndayanisdunualdinuituszinu
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v a @ a v o '
arunrdudedidy lneaiadgdalasinaiu
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) a = ' = ' & < = oA = o
Faulunsiasanmsegylundvsanid ludnasdunisiiuandyasia (VAT) anginlsannnis
YeNTNGAU (Capital Gains Tax) W3en1sAnuinwssaiuduavsedunindussinnuils uazusdin
sziimsfimuazAmuanBndau AdlinudsmazinsUasuwlainisinnuuazngseileu
aun@lddniuowian wu Tutegiuenziguunsifeylifveteial sniundyarnudmsy
nMsPevedunindadvia uanlildaniuidazeaiulutadieln

m’mhjLLﬂuauma"lﬁz-iawa‘lﬁé’ﬂixnaum‘ﬂummm%uw%’wéﬁ%ﬁamaﬂmsuw?nymm@imﬁmms
miq%'uuazmsﬁﬂLﬁuqsﬁqﬁqandﬁLﬁ"aLﬁauﬁusxuumiﬁuuuuéyﬂuau Jedndudedinisuanauli
Lﬁﬂmm‘ifﬂLau’LungszLﬁsmLasLLu'mwmiﬁwﬁU@LLaﬁL’Syasiamsﬁ’mmu"s’mnﬁumamiﬁu AUR
lufunisunlesfamuuazshviaissnnvessruunistulaesiy

O AuFgVINMISgNTDUGUDVIKSTY

Aaandinisnszareaudteduganud1Ayvosdunindadvia vinligsnssuuu Distributed Ledger
T§sunsnsaeuuarBuiuain Node s1urumnn Inglidesiiandnansesnssunaslunsguagiu
Foyaganssu unalndumui@ (Consensus Mechanism) dalussuunsivseuninugniasas
genssuAuningAdva inellosiunaingsnssudndeuniofinannanuniiseylusda
Hagiiufiszuunseasunanvanegiuuy Tasusagdsidunuuazanudsaunndeiu nalnfiuws
waned 2 Ussuanudn leun

Proof-of-Stake (PoS) 1%u Ethereum &I Staker 214

(Y [ <) a < = Vo
nanUseiuluasulanesisud uazlasulenia
wuudulun1s8udugsnssy win Staker NATANT0
ATNADURANAIA LQANNANUTENU UANINATID
aoulfegnegnies azlasuameunnuiuasyln
\ARSLIUTU

Proof-of-Work (PoW) 11 Bitcoin 3 Miner
wsetinyn viuthnundayminandnatans
AILABNNINDSLNDEUGUTINTTUULATUY
Yo ' [ a < =
wazlasuameuunudunsulamasisud

]
=

agslsnenu usazlassnisiiaudssfiosgnlandld lnefi 2 nsdilngifivnaulas laua
115 Hack wuu 51% Aan15 Miner #3 3¥in Flash Loans Aemsfannsulanasisud
Staker 5181uaiaauAn Node daulugj FIUIUNAIAIARUUTIATT INDASNNANTZNUY

TuaSave vinlanursadasundag #19351AN%3 052UV DeFi
gsnssula
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51% Attack

mslaufiuuy 51% Attack derdumanudes
ddnlussuu Blockchain Liiasamnvinnnga Miner
38 Staker 81U13UN1IMTIVADUTINTTUUIN
n11 50% vesganssuTiavualy Network agvh
Tinguilanunsadsuutasdoyalu Blockchain
Tudiaanis Tanesdunisssiu wWasuuag
%58 Double-spending §5n554 Feavdanaliy
Blockchain tulsianunsaléaulduazaade
anutdedie tlugnisauaaisvoanieny
AsUlALABSISUT

wiii1seuu Bitcoin a¢ld Proof-of-Work sl

sunulunsnsvaeugs vilvinslausuuu 51%

Attack vildenuaziiduyugauin uenluld

AUz dululils Tuedndivenensd

Anwrveansland 51% Attack? lngianigiu

asUlnnesisuduunnian 1w

« Bitcoin Gold (BTG) gnlaufludl 2018
vinlilw3eey BTG yaA1Useanal 18 au
aaaarsgnuluy

« Bitcoin SV (BSV) gnlaufiuaziinig
wasunasgsnssulu Block drgn vinls
Jlaufaursaniuau Blockchain laagng
auysal

« Ethereum Classic (ETC) gnlasiilud
2020 vinlvim3eey ETC gnlasnssuluyann
“agaIUneaaTs

'3 1 g v & U v
winnsaliariuandliiiui wliszuu Proof-
of-Work 2a18anmNldeavas 51% Attack

o a! 1@ @ 1 (v v 1
aluszaunta wendaldanunsatasiulaasgng

' v a [4 a 2 A
auysal lnganizduasulapasisuduunndni
$i8119n13A1U98 (Hashing Power) laigesnniin

2Rossolillo, N. (2024). What Is a 51% Attack? The Motley Fool.

Flash Loan Attack

Flash Loans Juinasiiofifiuselowi
dmsuiinawu laeanizlunsii Arbitrage
iiesnngaelfaunsadduduningaia
Sunnlaglidermmanyseiu usses
FrszAumelugsnssuien feaeiuug
Runuuazilsannsaamnu

9819151 Flash Loans Nanunsagnunan
Telunnendainelauf DeFi Protocol 16
WU N15U1RUANIYe Governance Token
S :

waaguwUaingued Protocol nsdusia
WM38Ey  WI9N15191d09lnIves  Smart
Contract 1w 484147 Reentrancy Bugs #30

Integer Overflow Errors

nsdlfnuiiraulefionisleud Euler Finance
1wl 2023 Tngilaufondevesiniainainu
aaaLAReuAntiasEniyadAuninsd
fAdudunanysziu §laudd Flash Loan 1Ju
DAI Stablecoin 31u7u 30 A1UABAAISIIN
Aave udah 20 dwlunadundnuseiu
Wiioff WBTC uag StETH ¢awns Leverage
10 wi uagl¥iSu 10 Suilwdensesdne
ﬁuﬁuﬁ ﬂ’lﬂﬁmaﬁﬁﬂﬁ' Euler Finance?®
geydedunindyaninin 197 druneaans
wazIIMINIEEY EUL anasniniasay 45

26Roman, P. (2023). Flash Loan Attacks: Risks & Prevention. Hacken.
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ADJLTYVCIDWIHUSANS
uwaawosuua:IAsvasivwugu

fiauiiiuyanafianuude Third Party Siunumdrdnluraayuuazszuuiinavesduningaiva
winaglilfiduduanisugsnssulasnss uifiviimiiiatuayuuagsasauagaanlunisin
gINTIUUALAINTIUGAN ¢ Tumann ﬁaasiwwmﬁ'l,éuﬁlﬂu Third Party laun
. mmmtam‘daauaumwamma (Dlgltal Asset Exchange) vmthiluunannesudmsu
nsdugedstenazresewingtouasduis tesusanuazanlunsuaniUisy
Aunswdaania
+ 5UIA15AINA (Digital Bank) %58 DeFi Lending Protocol ﬁwuﬁﬂﬁﬂmmL'?mmnmnﬁmn
wazdugiugiidosnsfiu leaisanmadesuazsmnsanuazainlunsdaiunu
- gsfaUszAu (Insurance) viuthiisusugiidosnsussfuaudsuagaiisssuuns
wistuanudsesniu suimsdanisanudsddunaindunindada
- gsia Oracle iihigeulssdoyaanlanmeusnidngssuuuienivu e liidyandanies
(Smart Contract) aansadfiunismuieulaiidmualdogrsgnieuazindeda
. gliusnsszuuiiuinunAuningadvia (Custodial Provider) vimutihilfiudnunauning
Advialsitugldau iieriuaulasafouazanaandedunisgnlesnssuniegaymne

007> Anudsv

A doRtRUSMsuUwaawasuua:
IFISOEIS'I\)WUU‘IU
ANULEYY
Maturity Impermanent Smart
Mismatch Loss Contract Risk

Decentralized
Decision-
making

Oracle ®®& Reversible
Risk Q/ Private

Blockchain

C o~ : o : 1 _ |
uHavoya | Odnueu: | vy | AYWARawWaIa |
oUW SouAuY u Wsota motnAtulag
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© A>wIdY Maturity Mismatch

DeFi Lending Protocol vuihiindiefusunans
U Tnetinamuanansadindunindadauas
%y Utility Token fiuansdndnly Liquidity Pool
wonsunenite luvaeiidiannsadBuduning
f3via Gesinidu Stablecoin Tnsdasineandn
UseAuAudiuau (Overcollateralisation) A2
Aunswdadradu szovadbusinlisiauasd
Snsmeniluasi

agalsianu grnanunsaneudunsndeenlinn
e Tuvaziginaunsadissauiudldnasn
na1wnianEIRnasutuesnlUunndig
Y Y o =l a . . d!

WNU1sEAUN aziinleynn Maturity Mismatch @4

Yy
1

dsualitaninaaadlu Protocol anag

® A”MUIEYY Impermanent Loss

WlAU3N15anIWAGeY (Liquidity Providers) &
AanudssRLRNTiSend Impermanent Loss
(IL) LﬁaamﬂW'mLmﬁﬁmé"lﬁ%'mhuLL‘U'm'mw”a
(Pool) unuitassfusuaumieafiuwiveu filgen
11 Impermanent Loss ins1¢luvinefianud oz
Lifinsvanuiatumniudeyasulaanse
ndulugsianaula

nsfinanaasulnmesisuddinaiangiduse
Tugjegraunnlunisfvuasiavosduningd
mumwL‘LJua]saLLa'ﬂamuamw,maia (Intrinsic
Value) uiFesfiuniara fiesnndanesfiuoy
Usuyalaeldgaslunisdanisduning

shognatu auuRinandugliuinsanmades
Tuwa ETH/USDT laeel1n 1 ETH wag 2,000 USDT
(Fsaunliisnan ETH windu 2,000 USDT lumouisy
$iu) nsia1wes ETH uduu 3,000 USDT

a1 Protocol finalngalalunisusudnsn
mm‘uaLwa’[mwmﬂmaumwammmwmu Wi
ﬂmmmmmLammum'mwumuﬁumamq
ponLby uenvnil wnduniwduilsgnudessou
nun agviigrnlianunsaneudunsndgeanun
16 wazhd lianunsndiinld (oniiusinisdrsgau
videfigunaelmi) mnaenidelsigslaunwe §
HnegdasunendnUseiuiieneuduningfinu
Hneenin Ssazainauseueliftuaunins iy
wanUseiu dluganuiiuniueessan wagly
fignoranareifuanudssvesnisiia Run ¢

dana3fiuvesyavzUsulill ETH dewasuas
USDT snduiile¥nwiauna Lionmnauanin
Aaosean AaaylAFU 0.8 ETH way 2,400 USDT
Faflyarnsaanviniu 4,800 USDT Tuvnugiivnnam
fio ETH waz USDT Milaelivhunldluna Aaae
fiyad1573 5,000 USDT (1 ETH fis1A1 3,000
USDT + 2,000 USDT) Faiflumuigaydetng
(Impermanent Loss) fiAnTu
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BOX
How to prevent IL risks!
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Jiusmsanmaaasaunsalduinsnisusediaieanaudeills wu

Stablecoin Impermanent Loss Protection (ILP)

]
1aa

nsldAmduny Stablecoin uagnAniAnegiia 115%11 Impermanent Loss Protection (ILP)?"
aruiunugs engitlivinlianinades Fadumsvseruiioniis Tag Impermanent
wdnyfumnuliisiuasuasnainuaznisgayde Loss Mintundsa1n Maturity a¢lé¥unis
H1A512 LmuﬁazLf]um%'afyﬂ%hﬁﬁﬂsz’ia gasfusuuioneuRueenuitmnaey

TuiflupanIalinnuruKILE: N1N5EABNTS Runouny zlH5UAIYABINEIUNEIURN
awmuluyaiivarnvarendudnisiigiean 81y
AnuAs ey

© nUAYVIAEIAU Smart Contract

Smart Contract e yadndsnauiaimesfiaguu Blockchain iile Smart Contract gnusesduldsu
Tuda azvienlnesaluffuarldanansaudlold @9 Smart Contract Wunanssuiifiauddey
sghannsenanduningnana iewniduesesdiofivauadns Use Case innungliifiunana lidnes
\Ju DeFi P2P transaction %13 Digital Identity Wudu

Smart Contract Wisuiafioudyauaztoulaiinnasiulunisvhgsnssulagsnssunds delunsdid
Dudryayiviag Wlugshanuunaildledunindasia dvirgsnssutnasdisauny wu dnnguune
e iy e liiannuseuasy LLm"IuTanu,viaﬁum%’wE‘iﬁ%ﬁawﬁ]uwﬁﬂﬁmmQ’ﬁﬁﬂqinsiu
Tnenssiivzdesdnuritoulusiie q Tu Smart Contract Ifazienaseunaudienuies

oglsfimu Smart Contract Amileufugarmisnouiamesdu o fiereiveddminazaruiawaia
Hacker uazdflsivisdausnendetosludinaniflunisTous Smart Contract iivoulusAuniwelé 3
goddwimariieaifatuanvangan win L eliunuazins 1w EiIul N15eenKUU Governance
Mechanism fivil#n158Uian Smart Contract anduiuly saufsanududouvos Smart Contract
fATUfAuNUSAU Smart Contract 8u 9 Uy Blockchain Lgafuniesing Blockchain fu Hadewmanil
FuanansoneliAnanudssdunisldou Smart Contract Tévisau

'Singh, 0. (2022). What is impermanent loss and how to avoid it? Cointelegraph.
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294113904 Smart Contract iwulanaluiisad

Reentrancy
Attacks

Integer Overflow

/Underflow

Access Control

Issues

Unchecked
External Calls

Code

Vulnerabilities

{in9Inn157i Smart Contract luFenl#am Code Tudn Smart Contract neuen
i Code 38l Smart Contract #UvnaLUU Recursive au Smart Contract #e4
Run wutlaifugn (Infinite Loop) ¥ilwlianansnauganssuld uazdnlennali
Hacker unsn Code dwsugadumsnglu Smart Contract sanluaumun

inannn1suszulanasiaavlu Smart Contract NdiANgwisoAAUTEUUATIAMILA
13 vinlildanunsaUszananaldegnegnies uazerailnyedlu Hacker iWnuax
Smart Contract 16

]
1 a

dadlwifiinannstmuadnsnisdndauazudly Smart Contract Taifanuies
wa ¥l Hacker anunsautnanudlunaziisuuias Smart Contract elnglalle
Fuayn

57 Smart Contract Snsfnsodeaswaas Input 910 Smart Contract AMewen
Thsvnmsnsasdeunugniesiazauiefioves Input watiuegaiieane
919913 Smart Contract fianuidssiiazgnlaufniunig Input Aidusuaseld

Hofianarnuie Bug 1in 9 Tu Code w84 Smart Contract figuiioulaifinansenu
Tuneuusn uidlethlUldnussienuenedudedduivunalualé Smart Contract
AlallgFumsvaaevedssoudunewhluld onefl Bug $1uauinn wazidesse
n15gnlauf

uana1nillunislaud Smart Contract MAnTua3eUL Jlanfinedeveslninany § 9g1959uU LiNe
Tinnslaufiuszaumanudnse degragu

Poly Network

Ronin Protocol

Grim Finance

nlaudlyaaalnian 3 Blockchain $aufiu Aa Binance Smart Chain, Polygon
waz Ethereum ¥i1# Poly Network g@eysdeidundn 611 duneaansansy

nglanfendeveslninateguuuulunssuiunistudussnssu vinliinanude
weuyarinin 552 auneaaisanss

d‘ a v = 1 = 1 ¥ =) ¥
Ngnlanfnig Reentrancy Attack LWg4@819LAY7 LLGI?{']N'ﬁﬂﬂi’]\‘lﬂ’ﬂiJL?{EJ‘VHEI"LG]

u

131 30 AUABARISANIT

g == O o v a1 a % =
ﬂimﬂﬂ‘lﬂma’lumﬂm‘NQﬂ ﬂ’JWﬂJLaEl\‘ﬁﬂﬂﬂ’ﬁ.hi Smart Contract QJEIEJ’\]‘N LASAINITAAINNAINULAY
MWEJLUmJam:JVI’Ima ﬂ\iuuNVlLﬂEJ'JsuaﬂﬂUﬂ'ﬁwwu"l G RIY LLa:l‘lN’m Smart Contract 'ﬂ]']lalh«lma\‘l
miuWUﬂﬂﬂﬂqqﬁJLaﬂﬂL‘Viaqu LLaumLuumiaﬂ’NiaUﬂaULW@U@&ﬂULLauUiime’mLﬁEJ‘Vi'lEJVIEJ’F\]anlu

2Malynovskyi, V. (2023). Top 17 Smart Contract Hacks in 2021-2022 Found by 4IRE | 4IRE. 4ire Labs.
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How to prevent smart contract risks!

ad Yy L dl = ¥ 1
35UpsuAMULEB99IN Smart Contract vansuuinig laun

1. n1599nuUU Smart Contract 1ﬁ§ﬂqu

. Y [ 7 a o & &
« 9OAWUU Logic 983 Smart Contract Titatau ladudouiuanudniu ineanlona
1in Bug wagldimaiiansilisu Code iasnsy
. INMINIIVFOULALNTDIUNAINNVDY Input BENeL TR LiNetaeiu Input My

UMY

. MuuAnalnnIsAIUANNISILIEY (Access Control) Titwunga \wu Multisig 30
Time-lock tnallasiunisunlulaglilasuayyin
, o o ey Ao o o 4
77U Best Practice uaguantagy Pattern MUUNFINNANLAY G
« #n15nA@BU Smart Contract AauWlHa54 19U N15¥i1 Penetration Test

2. In15IuKUSULaUMARNLAY

. Mnuagsuiinvaulun1saua Smart Contract 1#&491n Deploy W
« AMUALKY Incident Response @m3unsel Smart Contract gnlauf uazin3eu
A5¥UUNTS Upgrade wag Patch Smart Contract 824111 ASEIWUTBUNNIITIRADY

wilalagisaniu

3. mslgusn1sangliusnisiivedela

« &anld DeFi Protocol Ml@3uns Audit nseiiuseiusieAuAawa) aziinuidese

Anlaeinunis Audit

? AdULFYVIAEIAU Oracle

Blockchain #tsywiugunils uAa Oracle
Problem visngfia Usynnnudaya Blockchain
ldanursadnfsdeyaueniasednensadoya
vaunseu18du 9 17 i 19 Blockchain naneidu
im3adneinenvInaInlannieuen (Isolated
Network) Aanafuaaunnesliidumesiin
=1 = . A o &

791in15% Blockchain Tiweusenuniausn 1u

AaantRdAgyUsen15uileanivinli Blockchain &
ANUUABAEEN

agdlshou nsfilianansndidsteyauoniaie
dredu q '8 Junsidelena msiznsideuse
Audayanisuan 93428l Blockchain 59ud4
DApp ﬁagjuu Blockchain 1t finnsldiuseTomnid]
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nannatetu laiinezidu Wslnasanisvinausiuiudnuaseane (Cross-Chain Interoperability
Protocol) NM3uAAITIAILUUNTEABAUY (Decentralised Price Feeds) n1sfuanalnivgatidy
d1seauuunsraaauled (Verify Proof-of-Reserve) 1138015 Tokenised Zunsndlulanass iudu

e Listen

o Extract

e Format

» Validate

e Compute

 Broadcast
e Output

devi

ABSuANEI9n Blockchain 31614911 %58 Smart Contract fiasn1sldUaya
MeuenuIa Ly

= v Vv = o = Y a 4'
fetayavinuvastayanieuen GalaeiluAwnan APl vesgliusnisyuanad
3 uan Blockchain

USuguuuurasdeyanmnunasdayanieusn Wnungauiuguuuuves
Hoyauu Blockchain 1u

nvdeuuardududeya Wiunaln Cryptographic AemAliAIsAISFURUY
#19 g maugiu lidraziliu Data Signing, Blockchain Transaction Signing, TLS
Signatures, Trusted Execution Environment (TEE) #58 Zero-Knowledge
Proofs 1usu

Uszananatioyauen Blockchain unu Smart Contract figendoya i Tuns
i Oracle usandayannvansunas sududesdinnsuszananadinalsves
Foya 1u Asisgu vie Aiade tielHiludeyadmiu Blockchain WWudu
asuuLagUuTindayaauu Blockchain

Oracle Tuunsnsaidndudesds Output Tudssguuuen Blockchain L nsel
Crosschain Transaction i Oracle ﬁa&ﬁa%’aga%a‘uw%"m Chain Ts#ffuiis 2

Blockchain tJusu

Contract

1CC from dev 1 to dev 2
If temperature in city A >
10C on 01/02/2030

2CC from dev 2 to dev 1

If temperature in city A <

Oracle1

10C on 01/02/2030

=2 L O
g “® 01/02/2030 A e-------

dev?2
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ANMNRAWAIATUATSLY Oracle D1adINANTENUSY
WsReszUU DeFi Tnglanzagnadaile Oracle 1%
Foyanaduningitligndes feerairlugtaym
9 6 i

]
aa v a

o Tunsalideyasimagaiuase glinisienain
dunswatulunadundnuseiuiladsu stable-
coin Tuyaaiigendnadiiuiaswemdnusziu
(Undercollateralized) tilonanadunusiaiius
959 oaRan s Auninsidundnuseiu
98195290157 danalismAunsndanasesedu
wau

o Tunmanduiu mndeyasiardiAuass dyan
2a3e (Smart Contract) D19 Aaniide
wazaniunisdaniovisdunsndidundn
Useiiu (Liquidation) Taglaidnfu vilsigldenui
UftRmungegrainzanfesgaydedunsnglay
TaiiUusssu

. vi'mLﬁmmmﬁﬂwmmTun"ls%"ams%'aagaide
Blockchain (Cross-chain Communication) 81211
Tugtiayvnisléianesh (Double Spending) s
Aauduaulunatauazeiraihlugnisimeie
AunswdRInasuauun denalisininnaseeng
590152

4 & - Xy
AINEB91N Oracle Hanunsaintuldannvaiy
awg lagaunsaudsanvndrdyeanlaiu 4
Usgmsdasialuil

1. WWAIUDYAVINAMATN
Oracle 81afimusndurssordounasdoyasin
ynnad 3 Falaenalu Ae Tddayarniu Application

Programing Interface (API) LLﬁiLmﬁQ‘t’J’ayjamﬁ’]ﬁl
onlidoyaiiianann arih wiegninideu Tng
219ANAINANMUAAVDINYWE (Human Error) 11
nsendayaiin Seiaqtiu udlutlymluldun dae
nswasunsruiunsTisaluifo e

2. Oracle Hanuymesiuaugd

Oracle Aifidnungsmguiviliiuszusionis
gnlaud nstabeudeya nieduidssiiozidn
AMURANAINIINNTTANTUIIY ?iamssmqué
%94 Oracle anansaintuly 3 sy Usznoudae
58AUAAIA (Market Level) seAuUn1sALHUU
(Oracle Process Level) uag 5¥AUSIINIAUIA

(Governance Level)

. msi'mglusﬂuizﬁummﬂﬁ'u NATUAINAAIN
a U faa v a 1% % v = &
Aunsndndnatiouly Oracle a1 lavantiadu
A Vi livniinAuRanainly Oracle 111U
azvihlinansenunanatatiadulduaening
faegragu Yagiu Chainlink® 1Jwasetne
Oracle l@sumnuilonunign dyarinaineg
NUszua 1 MluaUABARITANSE M Lhou
duAu 2567 g4NI14aA1MAIATe Oracle 51¢
d' o o ¥ .

U 9 5 auUAUKIN Us¥Naunie Bittesor Pyth
UMA Band Protocol tag API3 540U

. nssandudluszaunisaniiueu Asn1si
=) 1 a o dl L4 A a A
\A38Y18 Oracle 191U Node Ntioy WIalliNes
Node g1 wazlifinszuiunisnsiaaeuln q
ilianunsagnland gnidaleudaya wseiin

AUAAWANA LG

. msududluszAusssuniuia inannsi
nszuIuMsAnaula (Decision Process) Yuagiu

*CoinMarketCap. (2024). Top Oracles Tokens by Market Capitalization. CoinMarketCap.
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Y v =) o ldl ﬂ! o
HWaIw wietinawmusielnglinse Feenatily

U
]

gnsdndulonianain ¥5en1s Manipulate 16
wu n1sanduladnaglddeyasinunasla nie
Node ln mniinAuRaNa1A W3aRWRILIRTaN
¥ g‘.’l v a L4
dalnanain Oracle Husadndulalddoyasin
unasayaidena hluganugede 1Wudu

3. Oracle ¥1aAulUsela

Oracle fifmasiianulusdla weludunszuiums
191U ANOBNUUUSTULYRN Software MY waz
Useamsviaulueiin saudedesiasing q tive
14 DeFi u,avwwmmamm']aama“ma 9 LAin
anudila@ednieniiu Oracle Hu wavanansa
Mnaasnisudladyminstiifnanuianaia
roufiarruandoyain Oracle Hu 9 rlulu
SYUUTRIRNULDILA

4. auanaIanImalulad

Oracle ithumaluladl figansogluszoyiamn
vileniiarufianaramanaluladifedulinn
o Tasanudiawaramanaluladineiiatuiy
Oracle 1 finanaInaNrgdILANULESA waz
ANNUAIT1VDILATDUY FBE 19U DeFi Lending
Protocol 4o Maker® Uszautgwidayaain
Oracle d19Tura9d 2020 Fududaeingd
Covid-19 ifiUanansTdan Ethereum gadiu
oghaann vilidoyasiaiidsan oracle Tuss
Maker 1AAAIINAIE LARAMUEENENIINITIRY
Mndoyafifianarnumana

How to prevent
Oracle risks!
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K{LAUSN13 Oracle U958 ldiiuuamiemng §
unldiwedanisiudaymil Teun

miLﬁan“lﬁl,méqiiauaﬁﬁﬂi“’iﬁmmmL‘?’ja
foganazliUszaunisalungiuiu \Woan
mmLammﬂ%uamwmwmwsa"lmnmm

AsLugIIY Validator w3egnsIvaey
anugniesasdoya iNelifinansaasou
Foyannansunasuazanlenaiiteyaoy
NANATA

NSIANAIINNAINVAIBYBIUVAITBYA
(Data Redundancy) ivelvifidayadisadly
nsdifiuvastoyaniiafnaufionana g
feanansndnedetayasnuvasiu 4 ¢

N15ANINTNITNTIVABUTOYATENINUNAS
§i14 9 (Cross-verification) telUSeUITiEU
AUADARABIVBITILAUALANTIVIUAIY
Anunfivieanudaudaiionaiinu

A5 IINANAITNIEDA LUNITAS IR UNIUR
(Consensus) VIUaya WU N1SMIAINGN
Tﬂa’lwmuﬁamumamLaaamn‘wnme
Joya WEoUNMIRNUATI9ANLLT B9 U
1"A5§1U (Standard Deviation) figaw3ulé
= U 124 dlﬁ a
uaziiinauailunisandeyaninunfieanly
= X A A A P o
welwladayanuyeiouazudiugiuin
nan

31S&P Global. (2023). Utility at a cost: Assessing the risks of blockchain oracles. S&P Global.
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(5) A>WLEEVIIN Reversible Private Blockchain

Tuunensal finn5@519 Reversible Private Block-

. =2 & [ a P a
chain ¥91UuUadNIYUSTUUUA NEUITORANIY
wazdaunaugsnssula Wundeuldiliesen
ausaufudnungszideulannan wu ns
Josniunisweniu (Anti-money Laundering -
AML) #38n58U7UN1S Know-Your-Customer
(KYC)

a813lsAnu vianerheuesin Private Blockchain
Asiunisineusenenyuiiuliuselo
iiosanilvglddesianyanaiiany tude
Uidniiuimsdanisuionivu Jsgnuesindu
D|str|buted Ledger Technology wnnnduuden
Luiiuiase \eeainvinauautidAty 1w
AM5N5E1981U1R ANUlUSelE wazAuEILNTa

TunisasanaeugsnssulagglEvnlu anussgalali

Hldausushwinnulasaisveuniotie sz
lifinalnnstvsneYawmiliouudanwuansisaus
(Public Blockchain) 71l Consensus i PoW

Private Blockchain wignil sinfigngeuduaiy
Uaaafaunnin Public Blockchain 1iasa1nd
Sruaugldautiesndn vinlifiarudssdanisgn
Taufimsaunelandienin wu aslanfuuu 51%
Attack uanmnf‘i Private Blockchain §9u1aA21u
Tusdladiowfieuiiu Public Blockchain Snsianaln
A13NaUT1915 (Reversibility) @1adsnaliiiin
ANUANlUsEUU Lazoanelinindanilunng
Weusamiuszuudu o ewiniidnvaziane
funndn9a1n Blockchain Waly

mm‘uunawu aumswwaﬂ‘uu Private Block-
chain dnuaiziiorafianwadesinaziudsuiie
1Hen (esandsliifuiitenlunguiidosnis
A2IUN5291881U19 (Decentralisation) w3ala
FoamslanEguaszuu (Admin) snmiiuly fedu
Jeenvdanasiamduiraulalunisamulu
Aunsnguszianil

How to solve Reversible Private Blockchain?

aswamalulagudenwuludegiuiivwrdaiiuraulalunsuidaguidediin

¥a4 Private Blockchain uagiuanuaunsatumsufjianiungseideu lnsawie
agnddluzaensiliamedayaunaidndusionisiiugua

52UV “Layer 2” %30lUslnAaanyinaueg untuuugauas Public Blockchain 35013

o :
miraulanangzuuuu wu
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Prover Verifier

Zero-Knowledge Proof (ZKP) : {lw3gnsiivaelwanunsaiigau
anugndaswasgansaulaglidoadameteyaitlisniu deae
winaaduduialiunglduazmunzdmsuneunaindudu

a = aa v a wva =] .
nsuvseNsilnesujuAnungseiieu (Compliance)

32Connell, J. (2016). What Are The Use Cases For Private Blockchains? The Experts Weigh In. Bitcoin Magazine.
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State Channels : iumafiafivaglfanunsavihgsnssuueniade
Yreuan (Off-chain) Tnglainsgnume Throughput Y8958V WAL
assnusERUAIUAeafBIATiaueg UL Main Chain Jetaoiy
UszAndmnuazannuisalunisitgsnssu

Sidechains : AsUApnivuLengeiiousiaiu Main Chain WU
19 - naln Two-Way Peg @avinlviansnsalaudunsndseninaiuld Side-
9 @ cﬁﬁﬂﬁk\a chains Frelianunsannassnuantfln q wisUSuasungnam
g \65 Iieenstinngunda fveenatu TUsian Liquid Network ves Block-
stream #11#USN151IN58UNAUFINTIH (Transaction Reversibility)
A & [y - g .
wazgsnssunduAIuaU (Confidential Transaction)

(6) A>WLF8VYIN Decentralized Decision-making

DeFi Protocol zi’aumﬂﬁg’dl,wuqiﬁﬂué'ﬂvms Decentralized Autonomous Organization (DAOs)
= v Ay = <, v Ao a °
UuA? ;ﬂ‘umu Protocol #ifiewseey Governance Token @usatluidnveduazianslunisiinug
Adn19w84 Protocol s2uiu Tnenaln Governance wasumag Protocol fs1wazideaiiunnataiuean
Tumaunseanuuuvesiimu wilaemluuas ngugwnuagdeiwses Governance Token 110
Junile avausaausginAliNanMuanIsLUAuLUaliANI19wes Protocol e uazitiewmseey
5708u ¢ FaAnslmnanuuanadns laendruanisininazduegiuusunaumsusy Governance
Token ﬁﬁag'

nalnmsiidusiuiiininudsafiazyinli DeFi Protocol AMSUABULUAUUSUNGY wazadns
amuliuusulifuiirmnsuazuleunsvas Protocol 189 G9919ad9HAHARLSINARUAILSIA T B30
519875 é"uﬂaauﬂ'nm%aﬁ’wumﬁﬂamu nseluunensalenanatsilu Shock vasmain
AUNTNOAINA
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ADIULFSVCIDLASUINVTIOSOU

uazHudgvIUMAUQUA

00 HHI =@ <2l
[@dgsmwnio Payment ADULFBVCID
| ASLOULLUU System Us:ansmw
| Macroprudential Efficiency ulgvigMmsndav
I T L L LR T TP R EEP P PP P EREEPPP PP ERERE
AULd8Y O @@ LV Hee) O
7 T
&
1Asugfivlagsiu WKE @)
ll;a:HU:)El\)'IU Decentralised Automaticity AULEEY
ﬂ']ﬂUQua Finance Tiagmetd  without circuit Mso2NUUU
msmAuqua breakers ulsniguaznaln
msideden

O AuFgVCDLIFAISNIWNIVAISIDULUU Macroprudential

mﬂ%’%um%’wéﬁ%ﬁaaEiﬁattwéwaﬁaawaﬁaiﬁLﬁm
AuLAEIRDSY UUN5IIULALLATYEAUBY
Useinaluvansgnu dai

AuLABIaINNITUTEEIBULAZAIATIAD
wululdauniwdfdiaunuanaiiuiosdu
(Cryptoisation) viliisunAmsnansgayidediuna
1un’ususmiu‘lﬂmaﬂ’|sNuuameﬂuLauwu
\ndeutine Iﬂmamﬂuﬂiummuanauuaauua
winUszyvuilealy Stablecoin findeyadiuana
RusreUszind iasusivaztuegiuanadusing
Uszimauiniiuly mamﬂuﬂﬂmmsazyau
fAanssule g veaniuygauagLUEnNNISAIUANYDS
5UINITNAN WL Wnewianteuldiusegyetng
Bitcoin iin"s Halving deudsnasanisiiuviioan

Money Supply @ssunm1snanslaianinsaniuaule

mmﬁ’ma‘luﬁaaLaﬁaimwmmmmaﬁunu
(Capital Flow Stability) wil Stablecoin azta81i
iihfsanatusassmdldineuagdunusii 1y
HARAENTISASENINUTEINA WAR19taT
f]mmmimmﬂaummﬂuauwwLuaqmﬂwﬂwa
sananUssmAlaine iy dealdnsosuuasns
asululszineanas smmuuummmuauwm
AMURUMALINATY WBnaNE SaiuAuTime
TunisUszidiuyandulnaitieanuazinun
SnsuanasutunsiansUsema ey
Ssvamaluladiianzanlunisiiugua

qﬂﬁwﬁ AURUNIUGIVDITIANEUNSNERIYTA
omauanudswioifissnmusissuunsiy
waganunsiiu mnfinsamuuaziiendosiu
Aunsndndviaunniiulusndae

3Li, B. (2022). Some Key Elements of Crypto Regulation. International Monetary Fund.
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@) Payment System Efficiency

mniinUsINgA15al Cryptoisation 8819NIUIN
2198INAR U LANSNAIWVDITTUUNITVITSINU
(Payment System Efficiency) il

wangudenwududidedialunssuiumsnsivgeu
gsnssuuaznalanisaiieduniud (Consensus
Mechanism) wmﬁmnfmuuummmwummu 5
fafidnsssuilouiigendn sndegrau Bitcoin
aunsauszananagsnssulaies 7-10 s1ensee
Wi wasliAsssutengataussana 5 noaans

BOX
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G D sense Tuvneiissuuntsuuuunady
2814 Visa @unsauszananalayuseun 65,000
gansaudetuii® feu winlueuraniinisld
AUNSNIAIAUNURUDLNUNTANY D19dINA T
NnAeYINlUSTUUENSERU i liunaussansaw

uenaNtiu AanRRUNINgAITaUsEneuIsUEen
mmugwsswﬁuﬂn‘mﬂmﬂﬁu msigeulpesyuy
wianilindefulilyEesing snaneliinay
L’?i‘é]s’iLLﬁSﬁUV!UVINQSﬂiSNﬁLﬁN%u

NouAANULIFYVADUDQ Payment System Efficiency

mvﬂuiaﬂ Blockchain uwmmmiammmum %#ane ¢ Blockchain in1siWmiuinaiia
Lwaiwaﬁuﬂsaﬂsuuaawa5sﬂss:u"lﬂLsamuLLaumumunﬂaa 98U LATEUY

Ethereum mmmuauwmma Ethereum 2088 LWEﬂ‘ViLﬂiasu'lsa'lmsmmi‘uaiﬂﬁﬂm
100,000 qiﬂisummmm LLawmuvgumwaa NIUAISOULNSA

1. The Merge

il# Ethereum WWasu Consensus Mechanism tJuwuu Proof-Of-Stake

i Proof-Of-Work fagliusendanisldnasaulunistudugsnssu iy

gnanfunugINSTINAT
2. The Surge

U5z Sharding ll’]LL‘U\?LLWﬂLﬂﬁ]‘UE]Mas[‘lila'lu”liﬂﬂ'iuu’mNaW‘ii’)ﬁJﬂ‘HLL‘UUﬂ

auuldle meﬂmﬂsumawa**uaua"l,ﬂl,aawuma'm'm

3. The Scourge
4. The Verge

oy

&,

5. The Purge

6. The Splurge

wiunalatesiu Censorship wagnns Ban

1158V Verkle Trees wag Stateless Clients 478815584 Validator Node
nheanuduUseifgsnssunianunved Ethereum 13

WUun1sansteyaunedinneanninuuednvaasediy

Junsduwmaiunndu o Tiauysainse Solana Al Consensus

Mechanism WUU Proof-of-History

%50 Solana m?}' Consensus Mechanism LiuU Proof-of-History Flianunsavivanmevinlunsiadeu
BRIIRREY ‘I/I’ll‘Vi Solana ﬁ’]ll’]'iﬂﬂiulnaNaﬁiﬂi‘iiﬂﬂﬁﬂﬂd 3,000 55ﬂssummmw ﬂummqwgmmsa
ﬁ\ﬂﬂm 710,000 ﬁiﬂisuma’au’lW’) Vl‘]lﬂﬂ’J']ﬂJLﬁﬂ\‘iL‘Jax‘lﬂ’]i?l’mﬂiuﬂﬂﬁ.ﬂ’]‘W‘U’e]xﬁJU‘U‘lﬂiuL\'i‘L!L\‘i‘LI"U’e]\‘i
Tan aw"l,u"lmﬂuﬂzywﬂmﬁluamﬂm

#Crypto.com. (2023). Bitcoin Scalability: Challenges and Solutions. Crypto.com.

*Bedawala, M., & Wijeyekoon, A. (2024). Visa Crypto Thought Leadership — A deep dive on Solana. Visa.
*Ethereum Foundation. (2024). Ethereum roadmap. ethereum.org.

*"Solana Explorer. (2024). Solana Live Cluster Stats. Solana Explorer.
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AUMMetumsiifiuqua (Regulation Gap)
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ma&lﬂn"lrﬂ !,Laulliu‘U‘Uﬂ’ﬁﬂEmN‘IJIG‘IEJSJH‘LWISW%J
AUsERwAuSwIY wﬂmmﬂmammammu
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surAswisUssmalnesualig
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ns e Lending Protocol Laifidomuuaisos
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Seuay 58 waammuuumﬂaaaﬂmwm fown
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wifiosondiumnnlaildegnisldnsiiugua
il Lending Protocol aunalugjuneuvisasiae
mm%’miums%’mmsmmL'?i"m f1081919U
Celsius 1% Capltal Ratio ‘Viiaam’]muiumm‘l
RunesuisauuarAunindides egiiosdovas
0.1® waiindng A Unasyuasudunindgniounu
duaunn vl Celsius fosseiun1sasuRuesn
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amqmuwuﬂamu Souay
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Digital fesUsenAsEiuNISnaURUDDN LazAN
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#%1589n159 DeFi UN9AI@INISANAULNABUTBY
sagUseIRunasdUNIan19n15uly Blockchain
16 virliidudeanisdrdalunisnentunas
= a ' a
NMSUAULAYINY LU Tornado Cash Nidaxngn

*Brown, E. (2022). Behind the Celsius Sales Pitch Was a Cryptg Firm Built on Risk. The Wall Street Journal.
395mmmm‘ds mﬂlm (2551). MaﬂLﬂmmmsmsquuﬂmmumummwsvmnyLammuﬂgummi bot.or.th.
“Farlagn AIuNsas. (2565). lusninesmsuln Voyager Digital suamaummaWuWﬂams 1184 Three Arrows Capital LUEn

I1eutifouls. The Standard.
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'mqmwmmmmaﬁmwaﬂmwwua 5 USudan
asegnadunau Wunesamsdrdalunisiestu
mmﬁumwuﬂmaaﬁnamu s?;qmwmawa“lﬂaj
NSMVIENENNINIIUAUAIVAN NIRRT
@u,a‘luvnmammﬂwu%aﬁmmmi Circuit Breaker
\U ansgeu3nT nlineunnsnis Circuit Breaker
1113 3 sedfu duReszdu 1 e il S&P 500
anas $owaz 7 sEiU 2 Wennasdeuas 12 uaz
szu 3 Wlemnasdesay 202 Hudu

agnalsAamulumanduningadna Inaanizly
szuuilomi DeFi lifinaln Circuit Breaker
iiosanndunindndviaaunsadevsld 24
‘fib’ﬂqumﬁlu HUSEUU Smart Contract fiUszana
Haganssudnlusi@ G9 Code Tu Smart Contract
gnesnwuunnliliauisauily wWinaeuw snidn
wiongaginssutiasld vinliliaunsald
Circuit Breaker Tunanndunsndadald Wuna
Traunsndasviadnnudsafiuiu 91015910
NS

© A udgvnisoanuuUUlguIguaznalnASLEdgIeN

aunsnwdaavadunansnrinssituiinaiady
e laiunu am/NNn'muml,aiumauwmlivmﬂ
sm"luLLu’lmwvswanum‘lmuamﬂi Snois
Wl sYe AR ATT IR uBEsreLTio viili
na”l,nmsmn‘umLLamuwsummsvmmwwsumms
vosnan Tuudi audedudniierdotu
msiiuguaasadaszilalu 2 uwiyu laua

1. Protect %39 Mﬁ'ﬁﬁmaamﬂ%’ﬁ’lumsaanﬂg
svwemLLaung]vamsmmuauamaumaunu
WAINN5YaIRaIN Faagnuanudsdludiu
damnsosuunlfiiu

- anudssfinguungliinseuaguiiutam
(No Legal Protection) Favuned ﬂ'ﬁvliiﬁ
ngwmwsamamﬂummmsnmemwﬂs i
s lalvangasld

. mwLamwﬂgumaumﬂﬂmmﬂm Wasy
TUiAsu Famneds n1sUsuasung g/

ngszileulunuaniunisalnsiauvenan
Aunswaada auvinlininasuuaziusenau
ﬁsmmaﬂszjmﬂUmuwu’(umsns"mmuﬂgwms
vivong el ungs (High Complicance Cost)

2. Remedy %30 uﬁﬁﬁﬂjmmﬂ%'ﬂumstﬁmm
mauwwmsnsuamna“meaannﬁvm‘lummwﬂ
nHUUY Fevznuiarudsdudndannse
uunladu

. anudesiinalnidenenldaunsadiuy
ﬂﬁvlé'Lﬁaamnﬂmuﬁﬂag:uamsummiﬂnﬂsm
(Outside Jurisdiction)

. mnudsaiinalniBerenaunsasuiiunis
[ Lmvlummsmumanvmmmwﬂlﬂ

. mﬂmamwmﬂmwm“uaaﬂmmmms
weiindu Feomazinntymludaingrane
WU NSTUIUNSTZRUANUEENY #30919924AR
ndgymmstesruldnguunendulea

41U.S. Department of Treasury. (2022). U.S. Treasury Sanctions Notorious Virtual Currency Mixer Tornado Cash. treasury.gov.
42U.S. Securities And Exchange Commission. (2013). (Release No. 34-68806; File No. SR-EDGA-2013-05. sec.gov.
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Stablecoin Run Risks
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Fiat-backed stablecoins
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Commodity-backed Stablecoins
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Cryptocurrency-backed
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Algorithmic Stablecoins
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@) 1y Y a a I'4 a a
Wunusins Quen asUlnmasisud wazdu
AINUBU T3 Reserve nanliinud1Anyse
LENESNINYB4 Stablecoin LAY VUIAVBINANTENU

]
a

NALNATUINIFADILUULATYFNALALANAINNTTH
a L o

AUNSWIAINA 11N Stablecoin UUANAS AITUNTS

vhaugila Stablecoin Run Risk Jsddudias
Wlalasaadn1ean15dnnis Reserve wazguuuu

§3N9V04 Stablecoin Ldunau

Tudauwes Fiat-Backed Stablecoins 518/ Tngjagna
USDT uag USDC fidndiuwed Reserve @uun
\JuRuanusedaunuidu Tae USDT fiRuanudeds
unuRuAndudadiuussunadesas 85 (@wunn
Tusuiluszanaidovay 76 Juusinssgua
?m%'gﬂ) se9a9uYu Secured Loans $ouay 4.95
auandIenITauBY o fevag 3.9 Auuiiidn
Seuaz 3.62 Bitcoin fowaz 2.9 uasiudionwu
Joway 0.05% wagdmsu USDC & U.S. Treasury
Repurchase Agreements Anduuszanasosas
65 uazfivaesniesay 35 | Juduan®

| [ | | |
u 84.58%

m 0.05% B 3.62% ®291% m 3.89% B 4.95%

Cash&Cash Equivalents & Corporate Precious Bitcoins  Other Secure Loans
Other Short-Term Deposits Bonds Metals Investments (None To Affiliated Entities)
Cash&Cash | I
Equivalents & H7687% - 11.4% 0.99% H 10.16% m 0.48% 0.08%
Other Short-Term u.s Overnight Reverse  Term Reverse Money Cash & Bank  Non-U.S.

A Treasury Repurchase Repurchase Market Deposits Treasury
DQPOSItS Bills Agreement Agreement Funds Bills

Asset Category Amount in USD

1. Cash & Cash Equivalent & Other Short-Term Deposits

U.S Treasury Bills 63,086,013,400
Overnight Reverse Repurchase Agreement 9,359,124,175
Term Reverse Repurchase Agreement 815,301,051
Money Market Funds, Cash & Bank Deposits 8,339,339,590
Non-U.S. Treasury Bills 394,746,540

Subtotal 69,259,151

2. Corporate Bonds, 44,412,069
3. Precious Metals 3,514,953,634
4. Bitcoins 2,820,162,484
5. Other Investments 3,772,43,767
6. Secured Loans 4,804,666,695

Total (1+2+3+4+5+6) 97,020,394,556

4BDO. (2023). Tether Holdings Limited. bdo.it.
“4Deloitte. (2024). INDEPENDENT ACCOUNTANTS’ REPORT Board of Directors and Management Circle Internet Financial, LLC. Circle.



THAILAND DIGITAL ASSETS POLICY KNOWLEDGE SERIES

TOTAL U.S. TREASURY SECURITIES 7,391,263,608
U.S Treasury Repurchase Agreements 15,342,000,000
Cash held in Circle Reserve Fund 1,004,581,261
Cash due to /(owed by) Circle Reserve Fund due to timing and (99,834,107)

settlement difference, net

TOTAL CIRCLE RESERVE FUND ASSETS 23,638,010,762

OTHER USDC RESERVE ASSETS AS OF JANUARY 31,2024

Cash held at regulated financial institutions 3,261,418,999
Cash due to /(owed by) the Company due to timing and (108,945,112)
settlement difference, net

TOTAL OTHER USDC RESERVE ASSETS 3,152,473,887

TOTAL USDC RESERVE ASSETS AS OF JANUARY 31,2024 26,790,484,649

d1%5U Cryptocurrency-backed Stablecoins 1w DAl aziidnaruvasnsulnnasisudly Reserve Niga
ne DAI §i Ethereum (waz WSTETH) Tu Reserve agiuszanaisouas 26 il USDC aguszanasosas 16
wazdl WBTC aguszunauiovas 4.2 uazimasidudunindlulanade (Quan Wusing 1a1) Ussuna
¥ 4‘ 4 L4

a8z 20 LLazau ¢ anayay 8%

Dai Collateralization

RWAO0O07-A

PSM-USDC-A

WSTETH-B

WSTETH-A
RWAO015-A

RWAO14-A
ETH-C

ETH-A

45MakerDAO. (2024). DAI stats. Dai Stats.
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aoaiansy 18 losntnamuneluaivnane
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o awldutiueuvesngsedou wu nsdii
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{u dawalviinasuwiaanudesiulu Tether

. daunwsadlunalnnissnevadesninges
5101 Fewulgdvesly Algorithmic Stablecoins b
ndundndaUseiuiiisime msduaaisvos
TerraUSD (UST) AasagnafitaLay

Wans:nuUY1A Stablecoin Run
NANSENUAINATSLAR Stablecoin Run lailiNesds
Nam'aﬁnamuﬁgzgLﬁaaﬂaﬁi'm'ﬁamutwié’adwa
NILNUNNDDUADYNAMNTIU DeFi uaz CEX uag
Hon1ANSRLAR

NaﬂS:nUdDQQa'IHﬂSSU DeFi ua:
CEX

ile Stablecoin gayiduyadiiiniaionly DeFi
Protocol fiftanA Stablecoin fand1a aedies
Uszaulymngldanunsudunindaanain Protocol
Suwdu Sasmenibeiiudves Protocol fiaggetu

2819520152 ¥1# Protocol tymdnuanin
Ades Blnevialu DeFi Protocol anathAuning
TUshniiVemnonilelu DeFi Protocol Bu dwa
TR sdasteussngluss Protocol Bufae 33
flsaziiussvne Stablecoin WWukuanlu CEX 1
Fuvihlinandunindidvalassuiiyarianas
2Y1AUNAY

. MsauAa8v09 UST 1ne Terra Lanalsiiii
fawansznuvuialugilu DeFi Protocol 8814
Anchor® wag Mirror®’ fifiyasiduninsly
Protocol (Total Value Lock: TVL) anadnin 25
WUAUABARTANST MR UST geyideyannag
wazilugnisauaanaves Terra Blockchain Tu
o

« Tunsdivas Cryptocurrency Backed Stable-

coins 1@y DAl % Reserve druunnidunsvla
\nefisuduag Stablecoin 81 vn DAI liianansn
AI51A1A wazan1smae DAl M9 MakerDAO
Feununedunindlu Reserve iiedef DAl uay
WeBIUAIYAAIYY DAl 10117 dawaliiAnunsan
velunsUlaaaiisuduay Stablecoin Ulugns
ANAIVDIYAAINAINAUNSNIATVAIUATWTIN

Wans:nucdaNMANSIOUQVLOU
Fiat-backed Stablecoins s USDT waz USDC $in
uaumwamiaa (Reserve) drulugjagluzluuy
ﬂuamswmsuuiwwau WU WusUnssgutanse
Commercial Paper SlNLLm}uaJﬁﬂ'lWﬂaa\‘igﬂ h
lLiWisuwinduktuan winiamnnisaligie
USDT %38 USDC wiuneAumseey (Stablecoin
¥ . o & [% a LY 4
Run) iaon Stablecoin 3tUumanvIgdunIne
A4 oo X o o
WaUWe UL UNNTBAU Stablecoin NgnNLNYUTY

Arsmveaunswddrsealulsutauinuazlu
STYLLIADUAUYUN zdINaNTENUINNTIRD

“DeFilLlama. (2024). Anchor (ANC) Total Value Locked. defillama.com.
4"DeFilLlama. (2024). Mirror (MIR) Total Value Locked. defillama.com.
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Aunndadna

Tutiaed 2565 Hugasiinaadunindadvasyly
1INTV1@ NAIHIUYIN Bitcoin Halving adeil 3
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duneaariansg efisuiulutiel 2564
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Inenaunin1sauaans wizey LUNA 984 Terra
fiyaAmainuszana 40 WuduneaaIsansgI®
warflUSunanisdevsuszana 1.9 Wudiu
peaasanss sotu luAunindnivaiiivua
TnajiJusududu § vesnarndunswdndva uay
\iSBey UST wa4 Terra ALdu Stablecoin fifluunn
TuahSudusufi 4 509910 USDT USDC waw BUSD
fiyaAnainUszana 18 Wuduneaasansy
frevuaiivejues Terra iiinsauaanslunse
il \AnransznuLTu Domino Effect ilugnisau
ATAN8YBINANBUSENATURUNTNIRTIATUIA
Tngiialan saudedanannienisduazaises
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(=10).4
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usunaaxanasulad 2565

avBILARAUNINGAITA 1y AsUTuRNERT
ponilvassunAtsnatsanss asasuiade-
giAsy wazAuliuiueudundasulan vinli
iAsugialanUiufasianun uagnsenuse
Funsndidasing o vauanning audlnados
FIUDBFUNTNERIIA

uanNUsynBesEuUves Terra LOUAT @LAR)
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“8\enkataramakrishnan, S., & Rennison, J. (2021). Tether’s commercial paper disclosure places it among global giants.

Financial Times.

4CoinMarketCap. (2024). Terra Classic price today, LUNC to USD live price, marketcap and chart. CoinMarketCap.
*Kharpal, A., & Browne, R. (2022). Why the 2022 ‘crypto winter’ is unlike previous bear markets. CNBC.
*1CoinMarketcap. (2024). Bitcoin price today, BTC to USD live price, marketcap and chart. CoinMarketCap.
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= = I v X 0w
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< 14 1
DApp e Smart Contract wazinuselaanan
sssuflougsnssy Tivsery LUNA 1Junasula
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dusumstnseAsssuleunsIFNUsTUUAIN 9
V94 Terra

#iou1 TerraForm Labs1ﬁﬁmu’1m§a€y Stablecoin
ﬂl 1 = ¥ 1 I 1 L

@931 UST Tﬂ&lﬁliﬂiﬁmiwugamL‘Vl&luwrmu
ARAANSANSE s weANaTAIN LAY
414 Terra Blockchain @9 UST 1Ju Stablecoin il
anwausilu Crypto-native Stablecoin A lilan3s

ARBITRAGE

OPPORTUNITY IF UST IS TRADING...

Allows stable coins above $1

to hold a $1 price in é at$1 ---- R
regularly functioning =

markets belOW$1

nduninguan Chain usltnaln Algorithm Tu
ANSMIITIANU AN9NU USDT way USDC F9msa
SIANNIUNNSALAURUEAN NUSUNS YD FINURU
&

au 9 107131u Reserve

UST Tdfszuumsenyg (Two-Coin System) Tuns
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Lﬁaﬁwaummﬁumwm UST lne Terra & Smart
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Rate Regime lunanaiunsisinsUseina tufe
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TO MAKE A PROFIT...
but $1 of @~ burn $1 of @~ mint 1 @~ sell 1 & at >S$1

but 1 & » at >S1 & » burn 1 & » mint $1 of & - sell $1 of

Incredible reliance on demand for LUNA

No traditional reserves

HOWEVER

Peg maintenance depends 100% on arbitrage mechanism

Alsina Stablecoin Run
lumaasuganans UST Tanwazadnenunsans
A 1w = o '
nilflaififununeny Geil Face Value agil 1
Aoaa1sansg uazdl LUNA 1udunswdauseiu
Usynwesnalnnismsasiauuuil fie ngldau

52Messari. (2024). What is Terra? Messari.

UST wunenfeufiuuaziuaswdu LUNA azdana
TiAnns Mint tidssy LUNA iiaguseani
naln e Burn widesy UST virliisnarves LUNA
U5uiag uazmniirlug Panic Sell Tu LUNA o

*Waple, C. (2022). Understanding the Demise of UST and What Makes a Stablecoin Stable. Paxos.
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The “Death Spiral”
Algorithmic Stablecoin
Contractionary Loops

> . N
(Step4) - €8
A loss of confidence in
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174 TerraForm Labs asgwtinfsgaunwsadluizes
Sorunsauzililueghei 19 Do Kwon wildlugrie
% Terra 35163 Luna Foundation Guard (LFG)
fu Tudeuunsianvesd 2022 Wumiiawlsl
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Demand for UST falls

“
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KX
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the contractionary cycle
@ Luna price falls as newly
Luna enters the market

YN a U faa v a
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**Reucassel, D., & yeoh, G. (2021). Mapping The Moon: An Overview of Terra’s Ecosystem. Delphi Digital.
*Weeks, R. (2022). Luna Foundation Guard raises $1 billion to form bitcoin reserve for UST stablecoin. The Block
%JS Held. (2022). Analysis — Terraform Labs’ and Luna Foundation Guard’s Defense of the UST Price Peg. lfg.org.
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5"Barthere, A, Li Khoo, Y., Baraki, B., Grushyn, P., Ho, J., & Yi Lim, X. (2022). On-Chain Forensics: Demystifying TerraUSD De-peg. Nansen.
%8Barthere, A., Li Khoo, Y., Baraki, B., Grushyn, P., Ho, J., & Yi Lim, X. (2022). On-Chain Forensics: Demystifying TerraUSD De-peg. Nansen.
59CoinMarketCap. (2024). Terra Classic price today, LUNC to USD live price, marketcap and chart. CoinMarketCap. https://coinmarketcap.com/

currencies/terra-luna/

9CoinMarketcap. (2024). Bitcoin price today, BTC to USD live price, marketcap and chart. CoinMarketCap. https://coinmarketcap.com/currencies/bitcoin/



THAILAND DIGITAL ASSETS POLICY KNOWLEDGE SERIES [

v Y < o = o = ! P L4 ! [ o
8 Wuduneaasanss Tussasianines 3 1w Jananladn wmanisainisauaaneved Terra iUulade
iaivinliinanviasweduningfdvia USudniaedissini wavgaideyannain soudeduny

1%a@ﬁ)ﬂﬂ'1ﬂﬂa']ﬂi]&j'1\'ill‘1/i'1ﬁ'm

Qs

NNSANAZANYVDIUTENATUAUNSNIRINA

Celcius
Network
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1DeFillama. (2024). Lido Total Value Locked. Defil lama.
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2Celsius. (2024). Earn Yield on Crypto with Celsius | Crypto Rewards, Earn Bitcoin. Celsius Network.
%Barthere, A., Li Khoo, Y., Baraki, B., Grushyn, P., Ho, J., & Yi Lim, X. (2022). On-Chain Forensics: Demystifying TerraUSD

De-peg. Nansen.
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%De, N. (2022). Crypto Lending Service Celsius Pauses Withdrawals, Citing ‘Extreme Market Conditions’. CoinDesk.De-peg. Nansen.
®Napolitano, E. (2022). The Fall of Celsius Network: A Timeline of the Crypto Lender’s Descent Into Insolvency. CoinDesk.
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